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1. Intended Audience

This document is intended for use by Oracle Systems Engineers, third party Systems Integrators,
Oracle Enterprise customers and partners and end users of the Oracle Enterprise Session Border
Controller (SBC). It is assumed that the reader is familiar with basic operations of the Oracle
Enterprise Session Border Controller platform along with Microsoft Teams Direct Routing Enterprise
Model.

2. Document Overview

This Oracle technical application note outlines how to configure the Oracle SBC to interwork between
Twilio Elastic SIP Trunk with Microsoft Teams Direct Routing. The solution contained within this
document has been tested using Oracle Communication SBC with OS 840p3B version.

In addition, it should be noted that the SBC configuration provided in this guide focuses strictly on the
Microsoft Teams and Twilio Elastic SIP Trunk related parameters. Many SBC applications may have
additional configuration requirements that are specific to individual customer requirements. These
configuration items are not covered in this guide. Please contact your Oracle representative with any
guestions pertaining to this topic.

Please find the related documentation links below:

2.1. Twilio Elastic SIP Trunking
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Twilio Elastic SIP Trunking is a cloud-based solution that provides connectivity for IP-based
communications infrastructure to connect to the PSTN for making and receiving telephone calls to the rest

of the world via any broadband internet connection. Twi | i ods El astic SI P Trunki nq
scales, up or down, to meet your traffic needs with unlimited capacity. In just minutes you can deploy
gl obally wi t-th-us@ self-denvice dosls wetreost fiaving to rely on slow providers.

Sign up for a free Twilio trial and learn more about configuring your Twilio Elastic SIP Trunk.

2.2. Microsoft Teams

Microsoft Phone System Direct Routing allows connection of a supported customer-provided Session

Border Controller (SBC) to a Microsoft Phone System. Direct Routing enables using virtually any PSTN
trunk with Microsoft Phone System and configuring interoperability between customer-owned telephony
equipment, such as a third-party private branch exchange (PBX), analog devices, and Microsoft Phone

System.

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-
trunk- and-provision-users

https://www.oracle.com/a/otn/docs/vzbwithsbcmsftteams-mb.pdf

https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-
the-shc

Please note that the IP Addresses, FQDN and configuration names and details given in this
document are used for reference purposes only. These same details cannot be used in
customer configurations. End users of this document can use the configuration details
according to their network requirements.

3. Introduction
3.1. Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring
Teams Direct Routing Enterprise Model using Oracle Enterprise SBC. There will be steps that require
navigating the Teams configuration, Oracle SBC GUI interface. Understanding the basic concepts of
TCP/UDP, IP/Routing, DNS server and SIP/RTP are also necessary to complete the configuration and for
troubleshooting, if necessary.

3.2. Requirements
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https://www.twilio.com/sip-trunking
https://www.twilio.com/try-twilio
https://www.twilio.com/docs/sip-trunking
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-configure
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-and-provision-users
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-sbc-multiple-tenants#create-a-trunk-and-provision-users
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc
https://docs.microsoft.com/en-us/microsoftteams/direct-routing-plan#public-trusted-certificate-for-the-sbc

Oracle Enterprise Session Border Controller (hereafter Oracle SBC) running 8.4.0 version

Teams Direct Routing Enterprise Model running Teams Client.

The below revision table explains the versions of the software used for each component:
This table is Revision 1 as of now:

Software Used

SBC Version

Teams Client version

Revision 1

8.4.0

1.3.00.28779 (64-bit) (Windows)

v.1416/1.0.0.2021010802 (Mobile)

3.3. Architecture

6| Page



Microsoft
Teams

Open Internet
e

(1)

Mobile/At Home

Wi

=

HE— Direct Routing
nn | m— To/From PSTN

grumminnnny
Enterprise
Network

In 100 Countries

@

Twilio Elastic
SIP Trunking

Global PSTN
Origination/Termination

Signaling «——

Media

The configuration, validation and troubleshooting are the focuses of this document and will be described in

three phases:

Phase 11 Configuring the Teams Direct Routing Enterprise Model.

Phase 21 Configuring the Oracle SBC.

Phase 31 Configuring the Twilio Elastic SIP Trunk

4. Configure Microsoft Teams Direct Routing

The steps outlined below is the minimum required configuration to pair your SBC with Microsoft Teams
Direct Routing Interface. This is to be used as an example only, and we highly recommend you work
with your Microsoft Account representative to implement the correct configuration for your

specific environment.

4.1. Access Teams Admin center

7| Page



The first step is to access the Teams Admin Center with administrator admin credentials:

4.2. Configure Online PSTN Gateway

Configuration Path: Voice/Direct Routing/SBC

o
Qo

o B O

Microsoft Teams admin center

Dashboard

Teams

Devices

Locations

Users

Meetings
Messaging policies
Teams apps

Voice

Phone numbers

Emergency policies

Dial plans

Direct Routing

Voice routing policies

Call queues

Auto attendants

Call park policies

Direct Routing \ Add SBC

telechat.o-test06161977.com

SBC settings

npleDomain1) then

When you are adding this SBC, you can turn on or off the SBC and change settings that are specific to the SBC.

Enabled

SIP signaling port

Send SIP options ()

Forward call history

Forward P-Asserted-|dentity (PAl) header ()

Concurrent call capacity

Failover response codes

Failover time (seconds) (O

Preferred country or region for media traffic

SBC supports PIDF/LO for emergency calls

Ring phone while trying to find the user

@ o

5061

@ o
@ o
@ o

500

408, 503, 504
10
Auto
([ ] Off
@ o~
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https://admin.teams.microsoft.com/

Click Save at the bottom of the page

Note: Some configuration fields are not available through the Microsoft Portal, and must be set
via PowerShell. Please refer to Microsoft Teams Documentation for further details

4.3. Configure Online PSTN Usage
Configuration Path: Voice/Direct Routing/Manage PSTN usage Records (top right of screen)

Click Add, Type US and Canada, next, click Apply

4.4. Configure Online Voice Routes

Configuration Path: Voice/Direct Routing/VVoice Routes

4.5. Configure Online Voice Routing Policy

Configuration Path: Voice/Voice Routing Policies
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4.6. Assign Voice Routing Policy to Users

Configuration Path: Users/ Select the fAUser o/ Policies

Next to Voice Routing Policy, Click Edit and Assign. In this example, we have selected Teamsuserl:

For More Information about configuring Microsoft Teams to Connect to your SBC, Setting
up users, or configuration voice routing, please refer to the Related Documentation
Section of this guide.

With this, Microsoft Teams Direct Routing config is complete.

5. Configuring the SBC

This chapter provides step-by-step guidance on how to configure Oracle SBC for Teams Direct Routing
and Twilio Elastic SIP Trunking.

5.1. Validated Oracle SBC version

Oracle conducted tests with Oracle SBC 8.4 software i this software with the configuration listed below
can run on any of the following products:

AP 1100
AP 3900
AP 4600
AP 6300
AP 6350
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VME

6. New SBC configuration

If the customer is looking to setup a new SBC from scratch, please follow the section below.

6.1. Establishing a serial connection to the SBC

Connect one end of a straight-through Ethernet cable to the front console port (which is active by
default) on the SBC and the other end to console adapter that ships with the SBC, connect the
console adapter (a DB-9 adapter) to the DB-9 port on a workstation, running a terminal emulator
application such as Putty. Start the terminal emulation application using the following settings:

Baud Rate=115200
Data Bits=8
Parity=None
Stop Bits=1
Flow Control=None

Power on the SBC and confirm that you see the following output from the boot-up sequence

Enter the default password to log in to the SBC. Not
the default super user password is fApacketo.
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Both passwords have to be changed according to the rules shown below.

Now set the management IP of the SBC by setting the IP address in bootparam.

To access bootparam. Go to Configure terminal->bootparam.

Note: There is no management IP configured by default.
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Setup product type to Enterprise Session Border Controller as shown below.

To configure product type, type in setup product in the terminal

Enable the features for the ESBC using the setup entitlements command as shown
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The SBC comes up after reboot and is now ready for configuration.

Go to configure terminal->system->http-server-config.
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6.2. Configure
SBC using Web GUI

In this app note, we configure SBC using the WebGUI.

The Web GUI can be accessed through the url http://<SBC_MGMT_IP>.

Sign in to E-SBC
ORACLE Username

Enterprise Session Border Controller |

Password

The username and password is the same as that of CLI.
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Dashboard Q 1)

Highest task CPU usage

100

Alarms

Severity Description

Current memary usage

™ Histarical memory usage aes
5M
§ 3.234m = Memory usage |..
= Trend (rate:d 04
B Allocated
W Free
232M

Go to Configuration as shown below, to configure the SBC

£ Wizards v £} Commands
media-manager o 5 .
Configuration Objects

security »

session-router > Name

access-control
system »
account-config
authentication-profile
certificate-record
class-policy
codec-policy
filter-config
fraud-protection
host-route
http-client

http-server

Displaying 1- 11of 42

Show All

Dashboard RELUCVCLGLEN  Monitorand Trace  Widgets  System

Verify Search

Description

Configure a static or dynamic access control list
Configure Quality of Service accounting
Configure authentication profile

Create, generate, and import a certificate
Configure classification profile policies

Create and apply a codec policy to a realm and an agent
Create a custom filter for SIP monitor and trace
Configure fraud protection

Insert entries into the routing table

Configure an HTTP client

Configure an HTTP server

Kindly refer to the GUI User Guide given below for more information.

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/webqgui/esbc_scz840 webgui.pdf

The expert mode is used for configuration.

Tip: To make this configuration simpler, one can directly search the element to be configured, from

the Objects tab available.


https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/webgui/esbc_scz840_webgui.pdf
https://docs.oracle.com/en/industries/communications/enterprise-session-border-controller/8.4.0/webgui/esbc_scz840_webgui.pdf

6.3. Configure system-config

Go to system->system-config

ORACLE Enterprise Session Border Controller

Configuration Monitor and Trace Widgets

L+ Wizards w £} Commands w Verify
A

http-client Modify System Config Shaw Configura
http-server

Hostname OracleSBC|
network-interface

Description
ntp-config

phy-interface

redundancy-config

Location
snmp-community

Mib System Contact
spl-config

Mib System Name
system-config

Mib System Location
tdm-config

Acp TLS Profile
trap-receiver
2 OK Delete

Show All

Please enter the default gateway value in the system config page.

For VME, transcoding cores are required. Please refer the documentation here for more information

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/8.4.0/releasenotes/esbc_scz840 releasenotes.pdf

The above step is needed only if any transcoding is used in the configuration.
If there is no transcoding involved, then the above step is not needed.
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